
SQL Injection (Lesson �)
(Using SQL Server)

ϩΪϴϣ�ϭέ�̶ΗΎϋϼσ΍�̮ϧΎΑ�ϪΑ�̶γήΘγΩ�ϥΎ̰ϣ΍�ή̳ΫϮϔϧ�ϪΑ�Ϫ̯�  SQL Ε΍έϮΘγΩ�ϖҨέΰΗ�ϥϮϤϫ�ΎҨ Injection

ΪϴηΎΒϧ�Ύϫ�  Firewall ϥ΍ή̴ϧ�ΩϮη�̶ϣ�ϡΎΠϧ΍ �ΕέϮ̡�ί΍�ϩΩΎϔΘγ΍�ΎΑ�ΕϼϤΣ�ϦҨ΍�ϥϮ̩�Ϣ̴Α�ϝϭ΍́˹   

ˮϪϧ�ΎҨ�Ζδϫ�̵ήҨά̡�ΐϴγ΁�̵΍έ΍Ω�ήψϧ�ΩέϮϣ�ΖҨΎγ�ϢϴϨϴΒΑ�Ϫ̯�ϪϨҨ΍�ϝϭ΍�ϡΪϗ

Login Page

Search Page

Feedback

HTML pages use POST command to send parameters to another ASP page

ΪϫΩ�̶ϣ�ϭέ�  Submit Data ϩίΎΟ΍�ΎϤη�ϪΑ�Ϫ̯�̵΍�ϪΤϔλ�ήϫ�̶Ϡ̯�έϮτΑ�ϭ  

 :ϼΜϣ Ϫθϴϣ�ϞΣ (�asp .php .cgi .jsp) ΕΎΤϔλ�ΎΑ�ϥϮϣέΎ̯�ϭ�Ζδϴϧ Submit Page ϪΑ�ίΎϴϧ�ϪθϴϤϫ�Ύϣ΍

http://site.com/index.asp?id=��������������������������

ϧ�ΩέϮϣ�ϑΪϫ�ϪΑ�ϪΘδΑ�̶ϧϮ̳ΎϧϮ̳�̵Ύϫ�ϩ΍έ�ΖҨΎγ�ϥΩϮΑ�ήҨά̡�ΐϴγ΁�̶γέήΑ�̵΍ήΑϩέ΍Ω�ΩϮΟϭ�ήψ�

� ; , �� % - * ϞΜϣ�ϩ̬Ҩϭ�̵Ύϫ�ήΘϣ΍έΎ̡�ί΍�ϩΩΎϔΘγ΍�

into login, or password, or even in the URL. Example:

- Login: User'

- pass: Pass'

- http://Site.com.asp?id='hack

ϢҨΪΑ�ϩ̬Ҩϭ�̵ΎϫήΘϣ΍έΎ̡�ϥΩήΑ�έΎ̰Α�ϥΎ̰ϣ�έΩ�̶Η΍ήϴϐΗ�ϢϴηΎΑ�έϮΒΠϣ�ΪҨΎη�

into login, or password, or even in the URL. Example:

- Login: 'User

- pass: 'PAss

- http://Site.com.asp?id='���

Ϫ̴ҨΩ�̵ΎϫήΘϣ΍έΎ̡�ί΍�ϢϴθΑέϮΒΠϣ�ϭ�ϩΪϧ�Ώ΍ϮΟ�ϩ̬Ҩϭ�̵ΎϫήΘϣ΍έΎ̡�ί΍�̶πόΑ�ΎҨϢϴϨ̯�ϩΩΎϔΘγ΍�ΎϬϧ΁�ΐϴ̯ήΗ�ΎҨ��

into login, or password, or even in the URL. Example:

- Login: ';user

- pass: Pass;',

- http://Site.com.asp?id=;���

http://site.com/index.asp?id=��������������������������
http://Site.com.asp?id='hack
http://Site.com.asp?id='���


ϢϴϨ̯�̶ϣ�ΩέϮΧήΑ�ΎϬϟΎΜϣ�ϮΗ�Ϫ̯�Ϫ̴ҨΩ�Ωέ΍Ϯϣ�ϭ��αέΩ�έΩ˻ϡΪϴϣ�΢ϴοϮΗ�ήΘθϴΑ��

�ήҨά̡�ΐϴγ΁�ήψϧ�ΩέϮϣ�ΖҨΎγ�ΪҨΩή̯�ΖϓΎҨέΩ�ήҨί�ϞΜϣ�̶ҨΎϫΪηΎΑ�̶ϣ ERROR ϩ̬Ҩϭ�̵ΎϫήΘϣ΍έΎ̡�ϥΩή̯�Ωέ΍ϭ�ί΍�ΪόΑ�Ϫ̳΍

The page cannot be displayed

There is a problem with the page you are trying to reach and it cannot be displayed.

ALL ODBC Error Messages
Microsoft OLE DB Provider for ODBC drivers error���

Microsoft OLE DB Provider for ODBC drivers error '�����e��'
[Microsoft][ODBC SQL Server] Incorrect syntax near the keyword 'or'.
/verify�.asp, line �.

Microsoft OLE DB Provider for ODBC drivers error '�����e��'
[Microsoft] [ODBC SQL Server] Unclosed quotation mark before the
character string

Microsoft OLE DB Provider for ODBC Drivers error '��������' 
[Microsoft][ODBC Microsoft Access Driver]

Microsoft JET Database Engine error '�����e��' 

ϢϴϨ̯�̶ϣ�̶γέήΑ�̵ΪόΑ�̵ΎϬγέΩ�έΩ�΍έ�Ύϫ� Error ϦҨ΍�ί΍�ϩΩΎϔΘγ΍�̶̴ϧϮ̴̩  
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